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Abstract

Existing network simulators perform reasonably well in
evaluating the performance of network protocols, but lack
the capability of verifying and validating the correctness of
network protocols. In this paper, we have extended J-Sim
— an open-source, component-based compositional net-
work simulation environment — with the model checking
capability to explore the state space created by a network
protocol until either the entire state space is explored (if
the state space is finite) or an error (e.g., a violation of a
user-defined safety assertion) is discovered. We also ex-
ploit protocol-specific properties in the process of exploring
the state space, to reduce the size of the state space and to
guide the (best-first) search towards paths that can poten-
tially locate errors in less time. As a proof of concept, we
have demonstrated use of the J-Sim model checker in locat-
ing errors in an automatic repeat request (ARQ) protocol.
As compared to the Maude LTL model checker, the J-Sim
model checker can locate errors in a more timely manner
and with shorter error traces.

1. Introduction

Modern data communication networks are extremely
complex and do not lend well to theoretical analysis. With
computer/network entities and techniques interacting and
interfering with one another, optimization problems do not
have a simple and regular structure that allows us to neatly
fit it into the framework of established optimization theo-
ries. As a result, it may be more feasible to carry out sim-
ulation to study and evaluate the performance of network
entities and protocols, and interaction among them. Several
existing network simulators (e.g., ns-2 [23] and J-Sim [15])
provide an environment in which a network protocol de-
signer can build a protocol prototype, validate/evaluate its
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performance with respect to pre-selected networking met-
rics (e.g., system throughput, packet delivery ratio, and end-
to-end delay) and re-design/refine the protocol if needed.

One major deficiency of existing network simulators is,
however, that they only evaluate the performance of net-
work protocols in several scenarios, but cannot usually
exhaust all the possible scenarios. If all the corner cases
do not appear (and hence cannot be investigated) in the
scenarios studied, subtle errors in the protocol specifica-
tion/implementation may not be easily located in the sim-
ulation, and may manifest themselves after the protocol has
been implemented and deployed. This could lead to serious,
and sometimes disastrous, problems. For example, a rout-
ing protocol that may suffer from routing loops may cause
data packets to loop in the network and not reach their des-
tinations. Another example arises in the area of network
security, where “holes” for security attacks may only be
discovered after protocol implementation and deployment,
causing severe damage to computer systems.

In the current practice, to check whether or not a network
protocol contains any errors, a prototype that was specifi-
cally made for validation purpose has to be built (e.g., an in-
teractive theorem prover and/or a model checker). This pro-
cess is time-consuming, error-prone and requires tremen-
dous efforts. An interesting question is then whether or not
we can employ a single, integrated tool to provide both the
performance evaluationand validation of network proto-
cols. With such a tool, only one prototype will be built and
used for the two purposes.

Motivated thus, we have extended J-Sim [15] — an
open-source, component-based compositional network sim-
ulation environment — with capability to explore the state
space created by a network protocol until either the entire
state space is explored (if the state space is finite) or an error
(e.g., a violation of a user-defined safety assertion) is dis-
covered. In this paper, we will document our experiences in
carrying out this research task. Note that our objective is to
locate errors in the network protocol itself rather than errors
in the simulation code. The basic idea is then to execute
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the simulation code in order to pinpoint errors in the net-
work protocol. Specifically, we have implemented a model
checker (written in Java so that it can be readily integrated
with J-Sim), and incorporated this model checker into J-
Sim. As a proof-of-concept, we have used the J-Sim model
checker to locate errors in a simple automatic repeat request
(ARQ) stop-and-wait protocol. This first step demonstrates
the feasibility of integrating model checking with network
simulation.

To carry out the above tasks, we have addressed several
issues. First, we have laid a framework that enables the
model checker to take control of the simulation of a net-
work protocol in order to explore the entire state space,
rather than just exploring one single execution path as J-
Sim does. Second we ensured that the implementation of
this framework did not require the core design and imple-
mentation of J-Sim to be altered. Third, we have incorpo-
rated search techniques that are protocol specific that reduce
the size of the explored state space and hence the time in
detecting an error. Specifically, we make use ofprotocol-
specificproperties to reduce the size of the state space (e.g.,
by reducing the number of possible transitions), thereby re-
ducing the time and/or space needed to locate an error. We
also explore how a model checker can make use of best-
first search that exploits properties inherent to the network
protocol being checked, in order to guide the search to-
wards paths that can potentially locate errors in less time.
As compared to the Maude Linear Temporal Logic (LTL)
model checker [7, 10], our framework enables discovery of
errors with shorter counterexamples and in quicker time.
These results are encouraging because the performance of
the Maude LTL model checker has been shown in [10] to
be comparable to that of SPIN [14].

The rest of the paper is organized as follows. We pro-
vide in Section 2 preliminary information on J-Sim and for-
mal reasoning. Then we provide an overview of our pro-
posed framework followed by a detailed description of our
design and implementation in Section 3. Following that, we
present our performance results in Section 4. Finally, we
provide a taxonomy of related work in Section 5 and con-
clude the paper in Section 6 with a list of research avenues
for future work.

2. Background

2.1. Network simulation and J-Sim

As mentioned in Section 1, due to the fact that commu-
nication networks are extremely complex, it is not unusual
that theoretical network analysis can be rigorously made
only after leaving out several (sometimes subtle) details that
cannot be easily captured in the analysis [4, 21, 24, 28].
Packet-level, event-driven simulation studies are usually

used as a replacement to better study the performance of
network components, protocols, and their interaction.

Most notable research efforts on network simulation in-
clude: NEtwork Simulation Testbed (NEST) [27], The RE-
alistic And Large (REAL) [16], ns-2 (ns version 2) [1],
and J-Sim [15]. NEST[27] is a general-purpose simula-
tion package designed to simulate distributed networked
systems and protocols. It provides a client-server based
graphical environment for simulation construction and exe-
cution control. The REalistic And Large (REAL) [16] net-
work simulator is a substantially improved, and faster, ver-
sion of NEST and is designed specifically for studying dif-
ferent congestion and flow control mechanisms in TCP/IP
networks.

Ns-2 [1] began as a variant of the REAL network simu-
lator [16], and has evolved substantially over the past few
years. It provides substantial support for simulation of TCP,
routing, and multicast protocols. However, due to its spe-
cial node structure, it is non-trivial, and sometimes diffi-
cult, to include other protocols/algorithms or accommodate
new network architectures in ns-2. In addition, the not-so-
structured software architecture and the mixture of com-
piled and interpreted classes make it difficult to understand
and validate ns-2 code.

J-Sim [15] is an open-source network simulation and em-
ulation environment. It is implemented on top of a com-
ponent based software architecture, called theautonomous
component architecture (ACA), that closely mimics the
digital-circuit design. The basic entities in the ACA are
components, which communicate with one another via
sending/receiving data at theirports. How components be-
have (in terms of how a component handles and responds to
data that arrive at a port) is specified at system design time
in contracts, but their binding does not take place until the
time when the system is being “composed.” With the sepa-
ration of contract binding (at system design time) from com-
ponent binding (at system integration time), a component
can be individually implemented and tested independently.
When data arrives at a port of a component, the component
processes the data immediately in an independent execution
context (e.g.,threadin Java). The interference between dif-
ferent data handled simultaneously by the same component
is thus minimal, and is only subject to synchronization and
mutual exclusion (in order to ensure the integrity of shared
data). In some sense, the ACA realizes the notion ofsoft-
ware ICbecause of thismessage-passing, independence ex-
ecutionmodel [15, 31].

By closing the gap between hardware and software ICs,
the ACA provides composability, extensibility and the loose
coupling feature between individual components [30]. All
of these features enable new components to be included into
J-Sim in a plug-and-play fashion. For this reason, we have
determined to choose J-Sim as the network simulator to be



augmented with the protocol verification and validation ca-
pability.

2.2. Formal reasoning

In general, there are two basic approaches towards for-
mal reasoning of software and hardware systems:theorem
provingandmodel checking. In theorem proving, a formal
technique (e.g., deductive methods and induction) is used
to prove that the implementation of a system under study
meets its specification. On the other hand, model checking
checks a finite state machine model of the system in order to
verify whether a (safety or liveness) property holds. Model
checking [6, 2], by state space exploration, starts from an
initial state of the system and recursively generates succes-
sor system states by executing the transitions (e.g., events)
of the system. This process continues until either the entire
state space is explored or an error is discovered. (Hence, in
systems of infinite state space, model checking is used for
locating errors, rather than proving correctness.)

As compared to theorem proving, model checking has
several important advantages. First, it can be built into ex-
isting tools and automated. Second, model checking does
not require a deep understanding of complex mathematical
concepts. Third, when the desired property fails to hold, a
model checker provides an error trace of the sequence of
events that led to the error, that helps in understanding why
the error occurred and how it can be fixed. For all the above
reasons, we determine to incorporate a model checker in J-
Sim.

One of the major challenges of using model checking
is the well-knownstate space explosionproblem, i.e., the
state space of the system can be so prohibitively large that a
model checker may run out of memory. Several approaches
to handling the state space explosion problem (e.g., par-
tial order reduction, abstraction, just to name a few) can be
found in [6].

3. Check and Simulate

In the proposed framework, a network protocol designer
specifies the assertions that should be maintained at any
time during the execution of a network protocol. A user-
defined safety assertion is generally a function (written in
Java) whose input is the system state and output is true/false.
The meaning of that function depends on the network proto-
col itself. For example, if the protocol is a routing protocol,
the function may be that no routing loop is formed. If it is
a security protocol, the function may be that an attack does
not take place. If it is a reliable unicast/multicast protocol,
the function may be that the receiver(s) receive all the pack-
ets that the sender believes to have been received. After
the assertion is properly specified and the state defined, the

Figure 1. Overall framework of model check-
ing in J-Sim.

model checker starts from an initial state of the system and
recursively generates successor system states by executing
the transitions of the system. This process continues until
either the entire state space is explored or an error (e.g., a
violation of the user-defined assertion) is discovered.

There are three major design goals in building the frame-
work of model checking into J-Sim (or any other network
simulators):

1. The core implementation of J-Sim should not be mod-
ified.

2. Only a minimal modification to the J-Sim code that
implements the network protocol is required.

3. The network protocol designer should not be over-
burdened with the details of the model checking pro-
cess. He/she should only provide the protocol spec-
ification (in particular, the assertions that should be
maintained in the course of verification and valida-
tion) and define the state of the protocol being model-
checked, the set of events that may trigger state tran-
sition, and how the events are handled. Overall, the
role of the network protocol designer in model check-
ing should be to provide sufficient protocol specifics
for the checking process to proceed.

To realize the above design goals, we have built a model
checker (in Java) that checks a network protocol by execut-
ing the J-Sim simulation code of that network protocoldi-
rectlyand exploring the state space on the fly. Figure 1 illus-
trates the overall framework of incorporating model check-
ing into J-Sim. As shown in Figure 1, the model checker
interacts with instances of J-Sim classes,P1, P2, ... , Pn,
that implement the entities comprising the network proto-
col being model-checked. The output of the model checker
is either true (if the user-defined assertion is satisfied) or an
error trace (i.e., a trace of transitions from the initial state to
the state in which the user-defined assertion is not satisfied).
We have built the model checker as an instance of a new
component (ModelChecking) in J-Sim. The model check-
ing procedure that explores the state space is implemented
as one of the static member functions of theModelCheck-
ing class. Figure 2 gives a pseudo-code description of the
model checking procedure.



Definition of states Network simulation in J-Sim consists
of a set of objects that make up a network (e.g., senders, re-
ceivers, routers, links, and protocols that run within each
router/host). Each of these objects is an instance of a Java
class in J-Sim. In order to explore the state space created by
a network protocol, the notion of the “state” has to be ade-
quately defined. A possible naı̈ve definition of a state con-
sists of all the data members of all the objects in the simula-
tion. The problem with the above definition is the (perhaps)
unnecessarily large size of the state space thus resulted. For
the purpose of model-checking a network protocol, some
objects may not be relevant and some data members may
not be necessary. On the other hand, the model checking in-
frastructure should be laid in a sufficiently generic manner
and not be tied to a specific network protocol. To this end,
we have defined and implemented another class,Global-
State, which includes only the relevant state variables (e.g.,
state variables needed to generate the successor states and
state variables needed to check whether a state satisfies the
user-defined assertions).

As shown in Figure 2, the two major data structures are
NonVisitedStates(which was implemented as a linked list
storing the states that have not yet been visited) andAl-
readyVisitedStates(which was implemented as a hash table
storing the states that have already been visited). Figure 2
presents a stateful search that avoids visiting a state that has
already been visited before (i.e., a state that already exists in
AlreadyVisitedStates). Each state in the state space of a net-
work protocol is an instance of theGlobalStateclass. For
example, in a typical end-to-end network protocol,Glob-
alStatemay have two components:ProtocolStateandNet-
workCloud; the former represents the state of the end-hosts
(e.g., the sender and the receiver) while the latter represents
the data and control packets that are currently in transit in
the network. It should be noted that the implementation of
GlobalStatediffers from one network protocol to another;
hence, it is the responsibility of the protocol designer to pro-
vide an implementation ofGlobalState.

The model checking procedure, shown in Figure 2, keeps
track of three instances ofGlobalState; namely,initialState
(the initial state of the network protocol),currentState(the
current state being explored) andnextState(one of the pos-
sible successors of the current state). It should also be men-
tioned that the protocol designer should specify how the ini-
tial state of his/her network protocol can be constructed.

State transition After defining what a state is, the next
step is to define what a “transition” is. In each state in the
state space, some events (i.e., transitions) may or may not
occur. Examples of events in a network protocol are: packet
arrival, packet loss and timeout. It is also the responsibil-
ity of the network protocol designer to specify (a) the set
of events that exist in the network protocol, (b) when each
event occurs (e.g., a packet arrival event occurs at a node

n only if the network contains a packet whose destination
is n) and (c) how each event is handled (i.e., an event han-
dler function that makes a transition from one state to an-
other). Note that the network protocol designer has to write
the event handler in order to have a working prototype of the
network protocol in J-Sim even if he/she does not intend to
model check the protocol.

To help the protocol designer in defining the events that
trigger the state transition, we have made use of thereflec-
tion facilities [11] of the Java language and implemented a
Transitionclass as follows:

class Transition
{

/* check if the event can take place */
java.lang.reflect.Method EnablingFunction ;
/* define how each event is handled */
java.lang.reflect.Method EventHandler ;
................

}

For each possible event in the network protocol, the pro-
tocol designer needs only to (1) create an instance of the
Transition class, (2) use thejava.lang.Class.getMethod()
function to return aMethodobject that reflects the event’s
enabling function and event’s event handler, and (3) use the
java.lang.reflect.Method.invoke()function to invoke the en-
abling function and the event handler. This is shown in Fig-
ure 2 ase.EnablingFunction()(line 8) ande.EventHandler()
(line 11) respectively.

The model checking process For each state being ex-
plored (currentState), the model checking procedure gener-
ates all the possible successor states (nextState) by execut-
ing the event handlers of the events that can occur incur-
rentState. However, since an event handler is only invoked
from the model checking procedure but actually executed
inside the protocol entities themselves, the model checking
procedure must first restore the state of the protocol entities
to the state reflected incurrentStatebefore the execution
of the event handler. This is achieved by theCopyFrom-
ModelToEntities()function call (Figure 2, line 9). After the
execution of the event handler (Figure 2 , line 11), theCopy-
FromEntitiesToModel()function is called (Figure 2, line 12)
to extract the new state information from the protocol enti-
ties and copy them tonextState. The model checking proce-
dure then checks (vianextState.verify()) whethernextState
does not satisfy the user-defined assertions (Figure 2, line
14). If nextStatedoes satisfy them, it is added toNonVis-
itedStates(Figure 2, line 21) in order to be explored later;
otherwise an error trace showing the sequence of states that
led to the error is printed by calling theprintErrorTrace()
function (Figure 2, line 18). TheprintErrorTrace()function
is a recursive function that traces the state space backwards
until the initial state is reached.

Implementation We have encountered two major im-
plementation problems in the course of incorporating the



Procedure modelCheck() {
/* The following are static data members of the ModelChecking class:

AlreadyVisitedStates, NonVisitedStates, initialState, currentState, nextState */
1. AlreadyVisitedStates = { } ;
2. NonVisitedStates = { initialState } ;
3. while ( | NonVisitedStates | > 0 ) {
4. currentState = NonVisitedStates.removeFirst() ;

/* Explore currentState only if it has not been visited before */
5. if ( currentState does not exist in AlreadyVisitedStates ) {
6. AlreadyVisitedStates = AlreadyVisitedStates ∪ { currentState } ;
7. for ( all possible events e ) { /* for all events that may take place */
8. if (e.EnablingFunction() returns true) { /* if e can take place */
9. CopyFromModelToEntities(currentState) ; /* Copy the relevant state information from

currentState to the protocol entities */
10. nextState = currentState ; /* Start with nextState equal to currentState */
11. e.EventHandler() ; /* Invoke e’s event handler */
12. CopyFromEntitiesToModel(nextState) ; /* Copy the new relevant state information from

the protocol entities to nextState */
13. if (nextState does not exist in AlreadyVisitedStates) {
14. if ( nextState.verify() == false ) { /* Check if the user-defined assertion(s) were violated */
15. Print("modelCheck: FOUND ERROR STATE ") ;
16. nextState.printState() ; /* Print the error state */
17. Print("ERROR TRACE ") ;
18. printErrorTrace(nextState) ; /* Print the error trace */
19. exit ;

} /* end if the user-defined assertion(s) were violated */
20. else {
21. NonVisitedStates = NonVisitedStates ∪ { nextState } ;

} /* end else */
} /* end if nextState does not exist in AlreadyVisitedStates */

} /* end if e can take place */
} /* end for all possible events e */

} /* end if currentState has not been visited before */
} /* end while NonVisitedStates is not empty */

22. Print("No Error States were found. Ending model checking") ;
23. exit ;
}

Figure 2. Stateful on-the-fly model checking procedure.

model checker into J-Sim: one is related to how network
protocol entities communicate with each other, with the
model checker in between; and the other is related to the
ACA timers. We describe below each of them and how we
solved them while keeping our design goals met.

Without model checking, protocol entities communicate
with each other via ports. However, when the network pro-
tocol is model-checked and the model checker is used as
shown in Figure 1, the protocol entities need to commu-
nicate with each other via the model checker. Initially,
we simply connected the ports of each protocol entity to
those of the model checker, but then found that protocol-
specific data/control messages generated by the protocol en-
tities during the execution of an event handler may not be
forwarded to the model checker at the required time. This
is because the model checker does not wait until the pro-
tocol entities finish executing an event handler. This may
cause the model checker to exclude some of the new state’s
information innextState. We solved this problem by setting
the ports that are involved in the interaction between the
model checker and the protocol entities to thefunction-call
execution modelinstead of the defaultindependence execu-
tion model[30]. In the function-call execution model, the
model checkerwaits until the protocol entities finish exe-
cuting an event handler; therefore, this solution ensures that
all the new state’s information will be included innextState.

Although this solution requires modest modification to the
J-Sim simulation code of the network protocol, we believe
that this modification is minimal. Alternatively, one may
make the modification in a subclass of the J-Sim class of
a network protocol entity, thus keeping the original parent
J-Sim class unmodified.

The second problem is related to the ACA timers. With-
out model checking, a protocol entity that uses an ACA
timer sets the timer to a pre-determined time interval. Upon
timer expiration, a timeout event is triggered if the timer is
still active. If the network protocol is to be model-checked,
the model checker should explore all the possible transitions
from a given state, and should not be limited to a single
timeout value for each timer1. Instead, the model checker
should trigger the timeout event when that event may oc-
cur in the real world. For example, a typical retransmission
timer in a reliable unicast protocol may expire at any time
as long as there is a pending data message that has been
sent but not yet acknowledged. This problem can be eas-
ily solved by modifying the core implementation of J-Sim.
However, this violates our first design goal. Therefore, we
chose to make this modification also at a subclass of the
J-Sim class of a network protocol entity.

1We assume that setting of the interval of a timer may differ from one
run of the protocol to another; otherwise, this approach may suffer from
excessive false positives.



4. Evaluation and results

As a proof-of-concept of this innovative idea of inte-
grating model checking with network simulation, we have
used the J-Sim model checker to model-check an automatic
repeat request (ARQ) protocol. In what follows, we first
summarize the ARQ protocol and then present our experi-
mental results. For the purpose of benchmarking, we have
also compared the performance of the J-Sim model checker
against the Maude LTL model checker.

4.1. Automatic Repeat reQuest (ARQ)

Automatic Repeat reQuest (ARQ) is a well-known error
control protocol that has several variations. The simplest
form of the ARQ protocol is stop-and-wait ARQ in which
the sender sends a single data packet and then waits for a
positive acknowledgment (ACK) before it advances to the
next data packet. The receiver only replies with an ACK
if the data packet is correctly received. As either the data
packet or the corresponding ACK may be lost/corrupted in
transit, after the sender sends a data packet, it sets a retrans-
mission timer to a pre-determined value. If no ACK is re-
ceived before the retransmission timer expires, the sender
simply retransmits the data packet.

For the receiver to distinguish between a data packet that
is sent for the first time and a retransmission, a sequence
number is included in the header of each data packet. For
stop-and-wait ARQ, it is sufficient that the sequence num-
ber be 1-bit (i.e., either 0 or 1) because the only ambigu-
ity is between a data packet and its immediate predecessor
and successor, but not between the predecessor and succes-
sor themselves [29]. For similar reasons, each ACK should
also contain a sequence number. In the common practice,
the sequence number in the ACK is the sequence number
of the next expected data packet rather than the sequence
number of the data packet that has been recently received.
It should be mentioned that setting of the timeout interval
at the sender is very important, and is a trade-off between
premature timeout and prolonged retransmission.

Stop-and-wait ARQ ensures that every data packet sent
by the sender will eventually be received correctly by the
receiver and that the receiver will get the data packets in or-
der, i.e., it is an in-order reliable unicast protocol. Although
stop-and-wait ARQ described above is fairly simple, it is the
fundamental basis of the error control mechanism in TCP
(which uses a more complex sliding-window ARQ).

Before model-checking the ARQ protocol in J-Sim, we
injected an error as follows. Suppose a protocol designer
implements stop-and-wait ARQ in J-Sim, but does not in-
clude the sequence number in the ACK. In this case, the
protocol designer may obtain an output trace similar to
that shown in Figure 3 in a typical J-Sim simulation run.

TCL0> Sender: sending DataMessage 0
Receiver: receiving EXPECTED DataMessage: 0
Receiver: sending ACKMessage.
Sender: receiving ACKMessage
Sender: sending DataMessage 1
Receiver: receiving EXPECTED DataMessage: 1
Receiver: sending ACKMessage.
Sender: receiving ACKMessage
Sender: sending DataMessage 0
Receiver: receiving EXPECTED DataMessage: 0
Receiver: sending ACKMessage.
Sender: receiving ACKMessage
Sender: sending DataMessage 1
Receiver: receiving EXPECTED DataMessage: 1
Receiver: sending ACKMessage.
Sender: receiving ACKMessage
Sender: sending DataMessage 0
.....................

Figure 3. A sample output trace of a stop-and-
wait ARQ protocol.

(Note that in order to produce the output shown in Figure 3,
we simulated the ARQ protocol (with no sequence num-
bers in the ACK packet) in J-Sim by implementing four
new J-Sim classes, namely,Sender, Receiver, DataMessage
andACKMessage.) Repeating the same experiment several
times with different network topologies between the sender
and the receiver may also produce the same output. This
may lure into believing that this version of ARQ operates
correctly. However, as will be demonstrated later in this
section, not including a sequence number in the ACK may
lead to an error.

4.2. Model checking the ARQ protocol

Recall that the first step in model checking is to spec-
ify the properties to be verified. An important safety prop-
erty for any reliable unicast protocol is that the receiver
does not miss any data packet that the sender believes
to have been received by the receiver. In a reliable uni-
cast protocol (e.g., the TCP protocol), the sender typically
temporarily saves all the transmitted but not yet acknowl-
edged data packets until it receives an ACK that acknowl-
edges receipt of these data packets. In an ARQ proto-
col that uses a 1-bit sequence number, this safety property
translates to the requirement that the difference between
the total number of distinct data packets transmitted by
the sender (senderNumDistinctDataMsgSent) and the total
number of distinct data packets received by the receiver (re-
ceiverNumDistinctDataMsgReceived) is always less than
or equal to 2. In LTL notation, this safety property can be
defined as follows:

2 ( (sender_NumDistinctDataMsgSent
- receiver_NumDistinctDataMsgReceived

) <= 2)

The next step is to specify what constitutes a state (i.e.,
provide an implementation for theGlobalStateclass men-
tioned in Section 3). For an end-to-end protocol such as



stop-and-wait ARQ, a sufficient definition of the global
state is a tuple that has two components; namely, the pro-
tocol state (instance ofProtocolStateclass) and the net-
work cloud (instance ofNetworkCloudclass). TheNet-
workCloudclass models the network as a black box that
contains the data packets and the ACK packets. ThePro-
tocolStateclass contains data members that represent the
state of the protocol entities; namely, the sender and the re-
ceiver. It should be noted that theProtocolStateclass does
not have to include all of the data members of theSender
and Receiverclasses; instead, it just needs to include the
relevant ones; e.g.,senderNumDistinctDataMsgSentand
receiverNumDistinctDataMsgReceived.

Next, the protocol designer needs to specify the initial
state. A reasonable initial state is the state in which the
sender has just sent the first data packet (denoted asD0), the
receiver is expectingD0 and the network containsD0. As
mentioned above, the protocol designer should also specify
the set of possible events for the network protocol, when
each event occurs and how each event is handled. In the
context of stop-and-wait ARQ, there are five events: arrival
of a data packet, arrival of an ACK packet, timeout, loss of
a data packet and loss of an ACK.

4.3. Use of protocol-specific abstractions in defining
events and facilitating best-first search

As mentioned in Section 1, to reduce the size of the state
space and to expedite the checking process, it is desirable
to use properties that are specific to a network protocol to
explore the state space and/or to guide the search towards
paths that can potentially locate errors in less time. In the
context of stop-and-wait ARQ, we have made use of the
following protocol-specific properties:

1. ACKs are not lost. The effect that an ACK is lost
is equivalent to the effect that the corresponding data
packet is lost in the perspective of the sender. With this
assumption, the model checker can focus on only four
events rather than five.

2. The network between the sender and the receiver is
modeled as a network cloud without specifying the
structure of the network. This is reasonable because
the ARQ protocol is essentially an end-to-end protocol
and the safety properties that are verified depend only
on the state of the two end points.

3. In conjunction with property 2, since the network is
modeled as a cloud, we do not have to distinguish all
the possible causes of packet loss (e.g., router/link fail-
ure, congestion, packet corruption as a result of trans-
mission errors). This allows us to consider packet loss
as a one single event regardless of the cause of packet
loss thereby reducing the total number of events.

4. Data packets are not reordered inside the network. As
a packet arriving earlier than expected will be dis-
carded by the receiver, a packet reordering event can
be treated as a packet loss event.

In addition to the properties mentioned above, we also
make use of best-first search in order to explore states that
may potentially lead to an error state first. Again, protocol-
specific metrics are exploited to specify how a state is con-
sidered “better” or more likely to lead to an error state.

A suitable best-first strategy for the ARQ
protocol presented above is to consider a state
s1 better than another states2 if the quan-
tity (sender NumDistinctDataMsgSent −
receiver NumDistinctDataMsgReceived) in s1 is
greater than the corresponding quantity ins2. This is
because the greater this quantity, the more packets are
believed to be received but actually they are not; in some
sense, the sender is “making more progress” than the
receiver.

4.4. Effect of protocol-specific abstractions and
search strategy

In order to evaluate the effect of exploiting protocol-
specific abstractions in defining events and in guiding best-
first search, we present in this section experimental results
obtained using breadth-first/best-first search with and with-
out the first protocol-specific property (ACKs are not lost).

Using breadth-first search together with all of the
protocol-specific abstractions, we obtain the error trace
given in Figure 4. In State 3, the retransmission timer ex-
pires prematurely causing the sender to retransmitD0. In
State 4, the receiver discards the duplicateD0 and retrans-
mits the ACK. In State 5, the sender receives an ACK and
transmitsD1. In State 6, the sender receives the other ACK
and since the ACK does not carry a sequence number, the
sender thinks it is acknowledging the receipt ofD1 sent in
State 5. In State 7,D1 is lost; i.e., the receiver will missD1
although the sender believes thatD1 has been received by
the receiver. In State 8, the receiver transmits another ACK.
Finally, State 9 represents a state from which the ARQ pro-
tocol can resume without the sender and the receiver notic-
ing that an error has happened. In other words, the ARQ
protocol fails. Without using the first protocol-specific ab-
straction, we obtain the same error trace but in longer time,
because the model checker has to handle more events. The
first column of Table 1 gives the time needed to locate the
error (averaged over 5 runs) in both cases.

Using best-first search together with all of the protocol-
specific abstractions, we obtain alonger error trace (as ex-
pected); however, it was obtained in less time because the
best-first strategy successfully guides the search towards the
states that may potentially lead to an error state. The second



TCL0> modelCheck: FOUND ERROR
Sender: Last Seq. No. Sent: 1
Receiver: Expected Seq. No.: 1
Network: D1

ERROR TRACE
State 1

Sender: Last Seq. No. Sent: 0
Receiver: Expected Seq. No.: 0
Network: D0

State 2
Sender: Last Seq. No. Sent: 0
Receiver: Expected Seq. No.: 1
Network: ACK

State 3
Sender: Last Seq. No. Sent: 0
Receiver: Expected Seq. No.: 1
Network: D0,ACK

State 4
Sender: Last Seq. No. Sent: 0
Receiver: Expected Seq. No.: 1
Network: ACK,ACK

State 5
Sender: Last Seq. No. Sent: 1
Receiver: Expected Seq. No.: 1
Network: D1,ACK

State 6
Sender: Last Seq. No. Sent: 0
Receiver: Expected Seq. No.: 1
Network: D1,D0

State 7
Sender: Last Seq. No. Sent: 0
Receiver: Expected Seq. No.: 1
Network: D0

State 8
Sender: Last Seq. No. Sent: 0
Receiver: Expected Seq. No.: 1
Network: ACK

State 9
Sender: Last Seq. No. Sent: 1
Receiver: Expected Seq. No.: 1
Network: D1

Figure 4. Error trace obtained using both
breadth-first search and protocol-specific
properties.

column of Table 1 gives the time needed to locate the error
(averaged over 5 runs).

4.5. Comparison with Maude LTL model checker

To compare the performance of the J-Sim model checker
with the Maude LTL model checker, we have first written
a specification of the ARQ protocol in Full Maude as an
object-oriented module in rewriting logic and then used the
Maude LTL model checker to discover the error and the er-
ror trace (calledcounterexamplein Maude).

In order to make a fair comparison, we have included
the same set of protocol-specific abstractions in the Maude
specification. Furthermore, we have also considered the two
cases of whether or not the first property that ACKs are not
lost is used. However, the Maude LTL model checker was
not able to handle the infinite state space of the ARQ pro-
tocol and returned a “Segmentation Fault” (because of fol-
lowing a depth-first search and running out of memory). In
order to remedy that, we enforce the state space to be finite

by limiting the total number of data packets (both original
and retransmissions) that the sender can send.

Tables 1–2 give, respectively, the execution time needed
to locate the error and the length of the error trace. As
shown in Table 2, the error traces obtained by the J-Sim
model checker are shorter than those obtained by the Maude
LTL model checker. The is because the Maude LTL model
checker may sometimes oscillate between data packet loss
and data packet retransmission on sender timeout events
(which counteract each other). This causes the error trace to
be longer (Table 2) and the time needed to locate the error to
be larger (Table 1) than those obtained by the J-Sim model
checker. The situation becomes even worse in the case of
larger state spaces (because of more of such oscillations)
where the J-Sim model checker significantly outperforms
the Maude LTL model checker both in terms of the time
overhead and the length of the error trace2. Finally, and
most importantly, use of J-Sim saves the network protocol
designer from having to build another prototype in Maude.

5. Related work

Conventional model checkers (e.g., SPIN [14],
SMV [20], Murphi [9]) require that the system be
first specified using a high-level modeling language. The
process of describing the system in a high-level modeling
language is a time-consuming, painstaking, and error-prone
process. To deal with this, there has been some work
(e.g., [25], Java PathFinder [13], and Bandera [8]) on
translating programming languages (e.g., Java) into the
input modeling languages of several conventional model
checkers. The idea is to automatically extract an abstract
model out of an application written in Java and then use
conventional model checking to analyze this abstract
model. However, this may not be always feasible, as it
requires that each language feature of Java must have a
corresponding one in the destination modeling language.

Conventional model checkers have also been used in for-
mal reasoning of distributed systems. In [33], SMV is used
to verify three cache coherence protocols used in distributed
file systems; however, each cache coherence protocol has to
be modeled using the SMV input language and then SMV
checks that model rather than the actual implementation.
In [18], the process of writing the model is automated by us-
ing an extensible compiler, xg++, that can automatically ex-
tract a model (described in the Murphi input language) from
the original implementation code. Compared to [18], our
goal is not to extract a model, but instead to model check the
J-Sim simulation code itself. Teapot [5] is a domain-specific

2It should be noted, however, that Maude has another command,
search, that uses a breadth-first search and can thus give the shortest path
to the counterexample.



Table 1. Time needed to locate the error (in msec.). The number between brackets is the limit on
the total number of data packets sent by the sender. The result in the last column is N/A because
the Maude model checker did not produce a counterexample and returned the “Segmentation Fault”
message.

J-Sim Breadth- J-Sim Best- Maude LTL Maude LTL Maude LTL Maude LTL
first Search (∞) first Search (∞) (10) (100) (1000) (∞)

Without protocol-specific 16.8 12.4 23.4 32.2 119 N/A
property no. 1
With protocol-specific 14 10 20.2 26.4 113.8 N/A
property no. 1

Table 2. Length of the error trace (in number of states).
J-Sim Breadth- J-Sim Best- Maude LTL Maude LTL Maude LTL Maude LTL
first Search (∞) first Search (∞) (10) (100) (1000) (∞)

With protocol-specific 9 11 19 199 1999 N/A
property no. 1

language for writing cache coherence protocols, and of-
fers further improvement over [33] and [18]. The Teapot
compiler can translate a protocol specification to both exe-
cutable C code and code that can be input to Murphi, and
hence potential discrepancies between the specification and
the actual executable code can be eliminated. Our approach
differs from Teapot in that it does not require an input proto-
col specification and does not generate an output executable
code. Furthermore, since the model checker is built in J-
Sim, there is no need to use an existing model checker such
as Murphi.

As mentioned above, the J-Sim model checker checks a
network protocol by executing the J-Sim simulation code
of that network protocoldirectly and exploring the state
spaceon the fly. This is inspired by previous work on model
checking the implementation code directly (e.g., CMC [22]
and Verisoft [12]) for C and C++. Although CMC has
been applied to model check implementations of network-
ing code (namely, the AODV routing protocol [26]), our ap-
proach differs from CMC in two aspects: (a) our goal is to
model check the network protocol while it is being designed
(using J-Sim) rather than after it is implemented; and (b) we
focus on Java rather than C or C++.

A more recent version of Java PathFinder [32] performs
model checking at the bytecode level. However, this in-
volves building a new Java Virtual MachineJV MJPF ,
which is called from the model checker, to interpret byte-
code generated by a Java compiler. Compared to [32], our
approach has the important advantage of not requiring any
modifications to the Java Virtual Machine. As far as for-
mal analysis of network simulation is concerned, the only
existing work is Verisim [3], which was developed based
on a collection of pre-existing tools, i.e., ns-2 [23] and the

MaC monitoring and checking framework [17]. Verisim re-
places the monitor component of MaC by ns-2 and uses the
checker component of MaC to verify user-defined proper-
tied on traces produced by ns-2. It should be noted, how-
ever, that not all errors may manifest themselves in a trace
because ns-2 does not explore all possible execution paths
during a simulation run.

Maude [19] is a reflective language and system that sup-
ports both equational and rewriting logic specification and
programming. Maude is extremely powerful and can be
used to createexecutablespecifications for a wide range of
applications (e.g., other languages, theorem provers, con-
current systems). In fact, Maude can even be used to build
language extensions for Maude itself. For example, Full
Maude is implemented in Maude as an extension of (Core)
Maude [7]. Concurrent object-oriented systems can be
specified in Full Maude by means of object-oriented mod-
ules that can be executed and also model-checked with a
Linear Temporal Logic (LTL) model checker. We have
compared the performance of the J-Sim model checker
against that of Maude, and shown that the former outper-
forms the latter in model checking stop-and-wait ARQ.

6. Conclusions and future work

In this paper, we have made a case for incorporating
model checking in network simulation. We have built a
model checking framework in J-Sim and experimented J-
Sim, together with the model checking framework, with re-
spect to the capability of locating errors in a stop-and-wait
ARQ reliable unicast protocol. Experimental results have
shown that the model checking framework is able to find
safety property violations within acceptable time. Further-



more, protocol-specific abstractions that are inherent to net-
work protocols expedite the process of locating such viola-
tions. Use of a best-first search strategy also significantly
reduces the time needed to find these violations. As com-
pared to the Maude LTL model checker, the J-Sim model
checker can locate errors in a more timely manner and with
shorter error traces.

We have identified several research avenues for future
work. First, we intend to experiment the J-Sim model
checker with more complex network protocols (e.g., AODV
in mobile ad hoc networks and/or directed diffusion in wire-
less sensor networks). Second, we intend to extend the
model checking framework to check general LTL formulae.
Third, we will study how the model checking framework
can model-check network protocols that involve complex
interactions between various timers. Fourth, we will fur-
ther reduce the intervention of the protocol designer with
model checking by automatically (i) extracting the specifi-
cation of the global state from the code of the user-defined
assertions and (ii) building the initial state of the network
protocol from the constructor functions of the J-Sim classes
of that protocol. Finally, we will investigate a modified ver-
sion of the best-first search that instead of deterministically
exploring the best state first, makes a randomized choice
that is biased towards the best states. The error traces will
still be longer than those obtained by breadth-first search
but may be shorter than those obtained by best-first search.
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